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One of the first pages you will see in all of my Computer Incident Response
Plans (CIRP) is a foreword. The first line on the page is “A Plan Is
Preparation Manifested.”

The word “plan” can be either a verb or a noun. We plan for retirement or plan the
wedding of a son or daughter. We make dinner plans—a noun here. And we also
create incident response plans, business plans, disaster recovery plans, and business
continuity plans.

I’ve spent a fair amount of time associated with the military, and many of my
comments here are based upon that experience. The military has a whole world of
planning that is largely unknown to the masses. There are people who plan for the
most dreadful things that you can imagine.

For example, as I write, I’m looking at the Contra Costa Times newspaper of
Sunday, October 10, 2010; the title of the article is “U.S. Weighed Nuclear Options
for Decades: Newly released files show plans against secretive regime [North Korea]
in place for years.” This demonstrates the fact that even if one has a plan in place,
this does not necessarily mean one is going to use it. But it does mean that at some
point, the government viewed this risk as a crisis waiting to happen. To be unprepared
for this risk would have been unacceptable. What would have been newsworthy in my
opinion, is if the U.S. government did not have any plans for a nuclear confrontation
with North Korea.

The U.S. government and, to a larger extent, the Department of Defense have
entire organizations dedicated to the idea that you plan in an effort to prepare. Military
planning, however, isn’t the only planning that’s underway in hallways and conference
rooms within the government. Every day, new and seasoned entrepreneurs visit their
local Small Business Administration (SBA) offices in hopes of starting or improving
their business. Most will ultimately complete a business plan. The development of a
business plan forces one to try to be as objective as possible to document all those
factors necessary for the creation, execution, and ultimate success of a business.

It’s in developing that plan that the SBA volunteers start asking questions that many
idealistic entrepreneurs may not have considered or simply overlooked—questions
about competition, the defensibility of the business, regulations, financing, and taxation.
These are necessary questions that must be answered and often aren’t considered by
the entrepreneur with the next great technology or service offering. Business plans
are valuable not only to help the entrepreneur better understand the business they’re
getting into, but also to socialize this idea with the many different people who will
be part of developing or supporting this new business. Whether it be the banker or
venture capitalist for financing, third-party resources and partners such as suppliers
or resellers, potential employees, or key executives—all these various players want
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to know what you’re doing and, more importantly, is it worth their time and energies
to support your new business initiative.

The problem with planning, however, is that although you strive to cover all the
possible issues, your plans don’t necessarily answer all the questions. Since it’s
impossible to forecast the future, sometimes the answers you developed for your
plan aren’t the right ones.

The military has a common saying around planning: “No plan survives first contact
with the enemy.” Although I totally believe in that statement, I also believe you must
go through the effort of developing a plan. But when everything is said and done, it’s
the “execution” of the plan and not the plan itself that matters most. Planning is the
“manifestation of preparation” for that moment when that new business will face the
challenges of customers and competition, or when the organization will respond to a
risk that has now emerged and has the potential to become a crisis.

The Absence of Planning
So far in this chapter we’ve discussed this idea of planning and preparation. I would
like to spend the next few moments discussing an instance in which there was a
crisis for which there was no planning.

In the fall of 2008, Conficker was probably one of the most prolific viruses to hit
the Internet. Imagine for a second a Fortune 100 organization that did not have an
incident response plan for a virus outbreak. You are pulled in to what could only be
called “the conference call from Hell.” The call was attended by at least 30 people of
varying tactical, operational, technical, and managerial roles. I call it the “call from
Hell” because it was simply this “mosh pit” of folks all trying to do the right thing
but without any structure or discipline. Nobody on the call had any idea of what was
going on other than computers throughout the company were sending enormous
amounts of traffic trying to communicate with the Internet in a way that was not normal.

The organization detected the worm because the network utilization to the Internet
was spiking with all this unusual traffic, and the number of machines broadcasting this
traffic was increasing. The malicious code was spreading, and no one knew how or
what it was doing to the actual machines it infected. Several formal organizational
structures were in place in the company—InfoSec (information security), production
support, and technical subject matter expert (SME) groups of all kinds, but none of
those day-to-day organizations was organized or empowered to respond to a virus
outbreak.
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The call was polite but too chaotic for any real work to get done. Since Conficker
was a new exploit, none of the infrastructure technology in place was helpful. Folks
were asking, “What about AV (anti-virus) or IDS (intrusion detection systems)?”
These signature-based technologies were useless for this kind of attack. With every
new person joining the call, the collective would have to sit through the now
relentless regurgitation of the crisis and the ensuing speculation as to cause and cure.
So much was unknown at this time. And the calls to the AV vendor and other
technology “experts” who were also entrusted with the security of this enterprise
were to no avail, since they, too, were struggling to understand this new attack. As
the virus started to move from the Asian group toward the North American hub,
concern grew that it could start to affect core business operations.

Plenty of managers were involved, each with his or her particular area of
responsibility, but no one was in charge. No one was officially tasked with managing
this type of crisis. There was an increasing sense of alarm, and a sense of impotence
started to manifest. I could almost sense lower level managers beginning to position
themselves to prevent any finger-pointing in their direction. Then came the instant
messages (IMs). Since the conference call, which now was droning on into its fourth
hour, was producing no real solutions, folks (mostly technical) were starting to
splinter off into IM groups to try to get something—anything—going.

The collective bumble sifted its way through various ideas. “What about
containment? Let’s cut off Asia to prevent this from spreading.” But they realized
that they had no idea how “cutting off Asia” would affect the rest of the business.
They weren’t even sure at the time how the virus was spreading. Would the cure be
worse than the disease? Never mind that they didn’t know much about the disease
(other than it was still spreading). What about the various infected devices—laptops
and PCs? Pull them off the network—that was easy. What about the file servers?
Would it be worth taking a whole department off line? The virus was spreading, and
everything was out of control. This was no longer about possibly making a bad
decision. The collective lacked the ability to make any decision.

As information started to trickle in from the various vendors, friends, and industry
contacts having the same issue in other companies, the technology infrastructure
finally started to respond. The vulnerability was identified and the organization
started its cumbersome process of rolling out patches. As more information about the
threat became known and implemented in the various technologies within the company,
AV and other technologies started delivering on their promises. Over time, the company
was fortunate: although several hundred devices would be infected, the damage was
minimal and repairable over time. The impact on the organization’s network was
mitigated largely by a technical SME who had enough of the conference call and took
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things into her own hands. As things settled, the clumsy collective was fortunate that
it did not make matters worse and the impact to the business was minimal. They got
lucky this time.

Think about the scenario for a moment before we move on to discuss some basic
concepts of both crisis and planning.

Key Concepts
What follows are some basic concepts that are critical to understand before you can
start the process of developing computer (or any crisis) incident response planning
and execution. In later chapters, we’ll discuss how your incident response plan will
enable you to master many of the dynamics discussed here.

The OODA Loop
In the 1950s, the Air Force set out to understand the human cognitive process of its
pilots. The result was called the “OODA loop,” which is the foundation of contemporary
information warfare.

OODA stands for four tasks: observe, orient, decide, and act. Whether we are
preparing for battle or preparing to respond to a system breach, we are constantly
observing our environment. We put these observations into some sort of context,
often multiple contexts, to orient them as to how the observations might affect us.
We then make decisions as to how to address, or if we even should address, these
events. And, if necessary, we then take some action, even if that action is doing
nothing.
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It’s called an OODA loop because, typically, we want to see how our actions have
impacted the events that were originally observed. Since this is an ongoing interaction,
the OODA loop continues as long as we are cognitive.

Though this is a fairly simplistic description, this concept is important for you to
understand, because during a time of crisis, an organization must be able to make a
decision and take action. When writing plans to address risks, you need to address
the sources of observation or input, and you must be able to put these events into
context, make timely decisions, and ultimately provide the organization sufficient
time and confidence to act; this is true for every level of the organization. If the
organization is conducting top-down planning, then while the upper levels conduct
their OODA process, they need to ensure that lower levels within the organization
have sufficient time and resources to conduct their own subsequent OODA processes.

One example of how the OODA loop manifests in an organization is a concept
that the military calls a “battle rhythm.” A battle rhythm is grounded in the idea that
within a “battle staff,” certain prescribed events occur with predictability, so that all
the various parties of the organization know what’s expected of them and when. The
battle rhythm also ensures that people are given time to do their jobs and report their
results. The organization then needs time to review results and determine the next
steps. The loop continues until the crisis is remediated.

Consider an operational/crisis cycle in which you expect members of your
organization to meet, confer, and take action (via the OODA loop) every six hours.
The group spends the first hour reviewing what it has observed, placing the
observations into a context (such as business/technical impact), and then making
decisions and assigning tasks. The remaining five hours is for subordinate groups to
conduct their own OODA processes and ultimately to provide sufficient time for
people to perform the actual work that “get things done.” A battle rhythm in this
context would involve status briefings at midnight, 6 A.M., noon, and 6 P.M. Assuming
that each meeting takes an hour, five hours would remain for subordinate staffs to
perform their own OODA loops and/or execute decisions. The six-hour rhythm is
based on the balance of how frequently the management group needs to review
progress versus allowing sufficient time for their decisions to be executed.

Fog of War
The second concept, the “fog of war,” has been characterized by many military experts;
simply put, in time of crisis, nobody knows what the heck is really going on and
everyone is frantically trying to find out. This “fog” can be detrimental in several ways.
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For example, suppose the leader during time of crisis wants to know all the
information before he or she makes a decision. The result is that the leader will
ultimately never make a decision because he or she will become stymied by the
unknown. The second way this manifests is with well-intended individuals who
begin to speculate and even panic, because there is no knowledge at present of
what’s going on in this crisis, what’s causing it, or how it spreads. Lacking a good
plan and a disciplined response, leaders risk watching as their organization spirals
out of control; when ignorance pervades and speculation is undisciplined, they will
seriously detract from the organization’s ability to respond.

Friction
The third concept, friction, is the idea that during times of uncertainty, the variety of
different views, opinions, ideas, and even agendas can cause paralysis, contention,
and even downright hostility within an organization. Time, or more specifically, the
lack of time, is also a major source of friction. (The fog of war, for example, can
cause considerable friction.) Disputes occur as to who is responsible for what and
who reports to whom, often because many corporations are not primarily organized
to deal with crises. Friction is an inevitable factor in times of crisis; some would
argue friction is a constant in any relationship, even without crisis. Whether you look
at the Republicans versus Democrats, or IT versus business users, there will be
day-to-day contention, even among individuals with the best of intentions. This
becomes exaggerated in times of crisis.

Center of Gravity
The concept of “center of gravity” is most easily described by a few questions: What
is the essence of your organization? What is it that your organization is or does that
differentiates you to your customers and/or to your marketplace? What distinguishes
you? What justifies your place in the market/society? The answers to these questions
are important to know, because in time of crisis, quick decisions may need to be
made and have the potential to impact the organization’s ability to deliver those
products or services that are your “center of gravity.”

It’s important that the members of the group responding to crisis on behalf of the
organization truly understand what it is that they have to protect first and foremost.
This may be your brand or your intellectual property. Implicit with risk is consequence.
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How your CIRP manages consequences to your organization is heavily influenced
by the understanding of this idea of center of gravity.

Unity of Command
One thing worse than bad decisions are no decisions. This bring us to “unity of
command.” With unity of command, all the varying dynamics of crisis and planning
are held together by a single decision-making process. The organization is unified
when it has the ability to make timely decisions, and when somebody is in command.

In many nonmilitary organizations, it may not be feasible for one person to be in
command. And although I’m not a big proponent of decision by committee, because
typically that’s an oxymoron, some organizations prefer to make decisions this way,
with representation from multiple areas of responsibility deciding collectively. You
might form a “crisis committee” to make decisions during crises.

The key thing to remember is that whatever decision-making mechanism you put
in place, it must be capable of making a decision during the fog of war and friction.
You might need to create a committee with an odd number of people, to avoid a
“hung jury” type stalemate. The key benefit of both unity of command as well as the
OODA process is that the organization has the ability to make the difficult decisions
in a timely manner.

Maintaining the Initiative
Security expert Jeff Klaben introduced this concept as “maintaining one’s advantage.”
The military calls this “maintaining the initiative,” and this is another concept that is
imperative during planning and crisis execution. Maintaining the initiative in military
perspective means you do your best to be out in front of the events. In the context
of the battlefield, your enemy should be reacting to your actions, not vice versa.
An organization can typically lose the initiative and become in a reactive, almost
“free-for-all,” mode when events aren’t anticipated and the organization is unprepared
for crisis. This is not to suggest that any amount of planning will ever create an
environment in which the organization is calling all the shots in time of crisis. But
the idea here is that with sufficient preparation, your organization can prepare for
80 percent of the anticipated needs, leaving itself with the resources and focus to
address the 20 percent that will inevitably challenge the group.
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Tactical, Operational, and Strategic Perspectives
Both the daily activities of your organization and during a time of crisis, three
perspectives need to be addressed: tactical, operational, and strategic. The strategic
perspective involves the board of directors, chief executive officer, and chief
information officer. They will have opinions, concerns, and due diligence requirements
that are of a strategic nature. Farther down in the organization, at the director and
vice president level, operational concerns rule. Multiple units and divisions will need
to work together to address the crisis. I believe one of the greatest struggles during
time of crisis is the fact that most organizations at an operational level are not organized
to deal with a specific crisis. And so one of the major objectives in your planning is
to identify what tasks need to be accomplished and what ad hoc organization is
necessary to accomplish those tasks. Finally at a tactical level, no matter how great
your battle plans might be or how great the marketing strategy might be, at some point,
somebody has to cross that line and make first contact either with your enemy or
with your customer.

An important thing to understanding is that each of those different layers within
the organization may have its own requirements for a form of OODA loop. And
although you are spending precious minutes addressing strategic issues, you must
provide sufficient time for the operational and tactical levels not only to have their
own OODA loops, but most importantly, to have the time to complete the actions
assigned to them.

Requirements-Driven Execution
“Requirements-driven execution” acknowledges that every organization has both
statutory and contractual obligations, in addition to the basic due diligence obligations
that executives have in protecting the business to maintain that “center of gravity.”
Requirements-driven execution starts with the identification of requirements that
need to be satisfied in time of crisis. Whether it is a data breach, a phishing attack,
a malware attack, or a food or product recall, the organization must satisfy certain
obligations in time of crisis. In the middle of a crisis, the last thing you need is to be
trying to figure out your obligations. These requirements will manifest at the strategic,
operational, and tactical levels within the organization.
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Matthew Todd wrote Chapter 2 of this book, which covers the numerous statutory,
contractual, and industry best practices that are currently required of most U.S.-based
organizations. As you start to digest this idea of requirements-based execution, or the
greater concept of due diligence, Matthew’s contribution will provide an exceptional
foundation for the IT/InfoSec professional.

End State
“End state” is an articulated expectation of what success looks like. End state is
typically a paragraph or two of the “five W’s” (who, what, when, where, and why)
and details what the organization defines as success. Some would argue that if you
don’t know what success is, you will have a difficult time achieving it. I would
caution that getting a shared view of what success is can be very elusive. But at a
minimum, you should have at least some sort of documented agreement as to what
constitutes the termination of the crisis or termination of the response. Later in the
book in Chapters 7 and 10, we will discuss incident termination guidelines.

Military Decision-Making Process
I have found the military decision-making process to be very advantageous over the
years, and it also can assist with the enterprise risk management (ERM) focus that
has been gaining considerable attention for Fortune 500 companies of late and also
during a time of crisis.

The ability to make decisions is a basic requirement for any military officer, and
most officers will go to a school to understand how it’s done in the military. I don’t
intend to get too far into the details here, but the concept is pretty basic, assuming
you have a problem to solve or an objective to accomplish.

Various groups or resources may be available to help you solve this problem (or
more specifically to achieve the end state). You task your team with developing three
distinct recommendations that will achieve the objective. When the three courses of
action are presented, the group collectively critiques each course of action from each
source’s respective area of expertise. In doing this, you identify the various advantages
and risks of each option. Then, the leader, the decision-making body, or the collective
decide which is the best option to execute.

This process facilitates a more risk-aware organization, forces more creativity, and
creates a greater sense of inclusion in the planning process. Also, with input from the
various experts in the group, you can identify major risk factors that need to be
considered and addressed. I believe this decision-making methodology is an important
point of discussion, because, again, during a time of crisis, you need to have as much
consistency and discipline as possible
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NOTE

If you are interested in this topic, I recommend that you review the military publication titled “FM 5-0 Army
Planning and Orders Production.” As more organizations come to embrace ERM and develop a more risk-aware
consciousness within their organization, the military decision-making methodology will serve them well.

Foreword
A Plan Is Preparation Manifested

Sound Information Security Management principles suggest that all
organizations entrusted to maintain the Confidentiality, Integrity, and
Availability of sensitive data should incorporate Protective, Detective,
and Corrective measures to ensure such a result. Planning is a corrective
mechanism and should be part of any Information Security effort. For
planning to be an effective corrective mechanism it must provide a solid
foundation as to its execution, specific information so that participants
are empowered with current and relevant knowledge, and yet be broad
as to not constrict an organization’s ability to respond to unforeseen
events. Planning will rarely answer all the questions that come up during
an incident, but it should provide a repository of thoughtful anticipation,
collaboration, and research. Furthermore, to assure a plan’s continued
usefulness, it should be tested and updated on a regular basis. A plan’s
true value is measured by the relevance of the information and processes
it provides at a time of crisis.

A Plan Is Preparation Manifested
At this point, I will introduce you to the first of what will be many references to the
working CIRPs that I am including as part of this book. As I mentioned at the beginning
of this chapter, all of my CIRPs start with a foreword with two major sections. I’ll
begin by discussing the first section.

This is the first full paragraph that anyone who reads my plans will see. I believe
it is important that the reader understand the premise of the document they are about
to read. In reading this, I hope that they will come to appreciate the effort that went
into producing this CIRP document and the effort that is required to maintain the
document. I also hope that it will establish some expectations about the plan itself.
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They should appreciate that the plan is executable. I can’t tell you how many plans
and planning books I have read that lack the ability to be immediately executable.
The plan should be a thoroughly documented repository for three major components:
anticipation, collaboration, and research.

Anticipation: Objectives and Requirements
Anticipation is strongly linked to requirements-driven execution. You must anticipate
the requirements that will need to be met in the event of the computer incident you
are addressing. You’ll need to identify the decisions that must be made and any
necessary resources needed to support those requirements. You should detail all of
the objectives and requirements as part of your first steps in producing any plan for
responding to a crisis.

Collaboration: Socialization and Normalization
Socialization and normalization are the major components of collaboration. Socialization
is based on the idea that we must share these plans not just within our immediate
organization—whether it be InfoSec or IT—but throughout the organization and
even to third parties. Socialization is important because it gives others the opportunity
to provide input and criticism but also implicit sponsorship of your plan. Much like
a business plan, a CIRP is an excellent vehicle for soliciting and capturing numerous
perspectives within the organization. Normalization is the process by which others
in the organization help you make your plan work within the various nuances and
norms of the organization. It’s amazing how, when you reach out to others within
your organization, you come to learn “how things are really done here.” We’ll revisit
this topic in greater detail in Chapter 4’s discussion of the CIRP Advisory Committee.

Research: The Availability of Relevant Information
I’m a big believer that relevant information must be immediately available. This
information will be needed by the CIRP group responding to crisis. You may also
need it for third parties such as law enforcement, a PCI forensic investigator
(PFI—previously known as Qualified Incident Response Assessors, or QIRAs),
and/or lawyers. The value of timely and relevant information cannot be understated.
This goes back to this concept of maintaining the initiative. It is very difficult to
maintain the initiative at time of crisis when you are chasing down information that
you could have easily had anticipated and prepared as part of your plan.
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The Ad Hoc Organization for Time of Crisis
In order for a plan to be relevant, it needs to be immediately executable. The various
participants of your plan need to understand their roles, the resources they will have
available, and the battle rhythm of this new crisis. Depending on the structure of your
organization, you may not be properly organized to respond to a specific crisis. One
of the key deliverables in any immediately executable CIRP is the development of an
ad hoc organization to respond to the incident immediately. Your current organization
may not be structured to respond adequately to this low probability, high impact
event. This is one of the things that socialization, normalization, and identifying
requirements will help you with as you identify resources and obligations, and structure
them in an ad hoc fashion to respond to your crisis. We will discuss this topic in much
greater detail in Chapters 6 and 9 of this book.

The Value of Documentation
One final point about documentation. There’s a saying that “if it’s not documented,
it’s not real.” Chapter 3 goes into much greater detail about getting even more benefits
from a well-documented plan, but, frankly speaking, if you’re an IT or InfoSec
professional and you think that you can simply wing it in time of crisis, you are doing
yourself and the people who depend on you a disservice.

Yes, it takes a lot of effort to create and maintain CIRPs. We all know that when
you document and share this kind of information, you expose yourself to criticism,
and some folks don’t like being professionally vulnerable. But the age-old excuse of
“it’s all in my head and I just don’t have the time to write down” will deprive your
organization of the many benefits that come from a documented plan. Documentation
is the very foundation upon which all of these other benefits can be applied. But you
must start with a documented plan; even a poor plan that is documented is better than
a great plan in someone’s head.

One of the most valuable benefits or byproducts of a well-documented response
plan is the assurance that you can give others in the organization that you have
performed your due diligence to mitigate and/or respond to these specific risks.
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